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PRESS RELEASE

Facing the Threat of CBR Attacks Through

America’s Water Systems

A small, high-tech business based in Northern Virginia has been quietly producing solutions to one of the most underestimated homeland security threats – contamination of drinking water.  RASco, Inc., a Service Disabled Veteran Owned Business, with engineering and equipment services credentials in several significant homeland security niches, designs and builds water treatment systems to protect the drinking water in government and corporate mission critical facilities from terrorist actions or accidental contamination.

Over the years, engineers, physicians and the scientific world-at-large, including politicians of all stripes, have been concerned that the world’s supply of drinking water was dwindling, was being polluted, or was the carrier of water-borne diseases.  By and large, much has been done, at least by the more developed areas of the World, to meliorate these fears and much more is still being done to further these continuing concerns.  Then, the era of active terrorism was launched and another, equally formidable dimension was added to their fears.  

Waterways as well as their storage, processing and distribution systems were viewed as highly vulnerable to terrorists’ attacks, attacks of the most subtle kind.  It suddenly seemed altogether feasible to package the plague in very small amounts and send it on its way to assorted or selective targeted groups by using an existing distribution medium, the potable water processing and delivery system. In effect, water distribution systems supplemented the ICBMs as offensive weapons of war. The lessons of accessing airlines or the mails as an omnibus for grief apply to our waterways as well.  America and the rest of the free world had to face this threat before terror struck again at the heart of our homes, our institutions and, indeed, our faith in the ability to protect ourselves.   Luckily, they are! 

Of all the infrastructure facilities highly vulnerable to terrorists’ attacks, one, more than any other, can provide a direct route to a vast target of innocent families who are seemingly safe in their homes, to corporate and institutionalized people and their staff, to military personnel in fortified camps, and diplomats and government representatives in otherwise secured buildings. These groups can be targeted either individually or, God forbid, all together.  

The mostly unsecured conduits for chemical, biological and radiological (CBR) attacks that already exist for such a scenario are the water systems located throughout the world, facilities providing a natural link between aggressor and victims.  These highly exposed conduits can be as small as individual potable water systems serving civilian, diplomatic or military populations.   As such, they can provide easy access for terrorists groups aiming to harm either the general public, an individual diplomat, a large group of political representatives, or, for that matter, a head of state.   Just as aircraft, the mail system, autos, trucks, railroads and even human bodies, all elements of a advanced societies, became the transporters of evil intentions, so too are other venues such as vessels, ports and waterways, possible pathways for tragedy.  But, on a more finite scale, our drinking water systems left unprotected can provide the most accessible and direct pipeline to destruction.   


The Threat to Water Systems


Serious chemical, biological, and radiological threats exist to water supplies, particularly at the “point of entry” (POE) for government, corporate, and other “icon” facilities.  These threats are well documented by terrorism and water supply experts. Strategies to address threats to water supplies have focused primarily on increased vigilance and access control at central treatment facilities; however, these strategies require significant resources and are likely to be ineffective due to the dispersed nature of the water distribution system and the risk of contamination after the water has left the treatment facility.  


Water distribution systems offer countless opportunities for clandestine introduction of dangerous material.  Chemical, biological, and radiological (CBR) agents and contaminated material can easily be introduced through such pathways as fire hydrants, water taps, or underground piping.  Risks are particularly great at the site of buildings or facilities where a variety of threat agents can be introduced into nearby piping infrastructure and where the volume of water is insufficient to dilute the threat. The first indication of the threat could be a facility workforce reacting to the agents. This is the very type of incident that was apparently averted by authorities at the U.S. Embassy in Rome, Italy in February 2002, when a group of men were apprehended with a significant quantity of a cyanide compound in their possession and confessed to targeting the embassy.  More recently, the U.S. and Canadian Governments have issued warnings about attacks on drinking water distribution systems.


A report by the USEPA Inspector General, (EPA Report No. 2003-M-00013, September 24, 2003), recognizes this threat with the following statement:

Many experts view water distribution systems as the most susceptible to terrorist attack. Such experts included the President of the Association of Metropolitan Water Agencies, who concluded that water distribution systems remain the most vulnerable to terrorist threats and could spread highly concentrated amounts of poison to a few thousand homes or businesses. The Chair of the National Academy of Sciences’ Water Science and Technology Board also found water distribution systems difficult to secure and recognized that, while such systems may affect a smaller population, mass exposure is not needed if the terrorists’ goal is fear and anxiety. As a result, public reports of illnesses may be the earliest indicator of deliberate contamination to distribution systems…. 

Facing The Water Terrorist Threat


Aware of the existing vulnerability of America’s waterways and, more specifically, its water treatment and distribution systems, the Federal Government, along with several industrial leaders have been engaging in intensive research and development designed to build treatment units that are able to thwart terrorists who attempt to utilize drinking water systems for the transportation of dangerous chemical, biological or nuclear agents.  A small business establishment located within the Greater Washington, D.C. region is among the companies developing technologies and systems primarily designed to face that threat.  Romem Aqua Systems Company, Inc., transacting business as RASco, Inc is a Service Disabled Veteran Owned Small Business (SDVOSB) engineering design-build company.  RASco is headed by Dr. Vincent J. Ciccone, a Ph.D. engineer known for his long history of providing high-tech water processing systems and controls to the military, agencies of the federal government, private hospitals and manufacturing facilities.  

The Company, although relatively small, is considered one of the more sophisticated operations in its field and has earned a reputation of being an “engineering boutique” because of its unique use of technologies.  RASco is well known and respected in select communities for innovative combinations of its own proprietary technology with commercial-off-the-shelf (COTS) technology to produce solutions for high security, mission critical facilities.  These innovations include process controls, information technology, water treatment, and other infrastructure components and systems.  

RASco's President, Dr. Vincent J. Ciccone, PhD, PE, DEE, has a high visibility and an excellent reputation in the Engineering profession. For the past 25 years, he has been the Director of the Environmental Division, National Defense Industrial Association (NDIA) and also serves as a member of the NDIA Board of Trustees.  He is also serving on a distinguished international panel formed by the World Health Organization (WHO) to make recommendations on water issues worldwide.    He is also a recognized business management specialist with expertise in business management and financing, cost estimation, present value analyses and other economic analytical methods.  His doctoral Dissertation was a mathematical, computer-based model focused on estimating life-cycle costs of large-scale high capital investment engineering projects by applying present value analysis. He is highly regarded both in private as well as government contracting circles, called upon to lead seminars and/or lecture before audiences of high-level executives and government managers.  Dr. Ciccone is also active in various professional organizations as an acknowledged expert in his field.


Among its many organizational attributes is that RASco is a small business with an excellent reputation for providing efficient service to, among others, government agencies.  In addition to the company’s solid reputation in the government sector, it is a business that is more than 51 percent owned and controlled by a service-disabled veteran and is therefore qualified for the SDVOB contracting programs in most government agencies that provide set-asides, agency and prime contractor targets, and sole source procurement opportunities.  Nearly all agencies and contractors are falling far short of meeting their SDVOB targets and are stepping up efforts to identify qualified SDVOB contractors and sub contractors.  In fact, RASco has already been successful in receiving contract awards under this program and is pursuing a growing number of opportunities pending award.  

The VETERANS ENTREPRENEURSIIIP and SMALL BUSINESS DEVELOPMENT ACT of 1999 (P.L. 106-50) approved August 17, 1999, expanded the eligibility for certain small business assistance programs to include veterans, and directed certain Federal departments and agencies to take actions that enhance assistance to veterans. It also amended the Small Business Act (15 U.S.C. 631 et seq.) to include veterans and veterans with service-connected disabilities in its programs. The Act also requires that Federal contracting agencies establish and achieve a participation goal of 3% of the total value of all prime contract and sub-contract awards for each fiscal year for small businesses owned and controlled by veterans with service-connected disabilities.

In addition to the general expansion of opportunity under this Act, RASco is a significant niche player in the rapidly growing market for water purification, both domestic and international.  Explosive growth in this segment is strongly driven by a number of fundamental factors including: 

· Clean water is becoming a scarce resource on a global basis – overall demand is growing and supplies are becoming less available or less desirable
· Security concerns for water supplies of mission critical facilities, including terrorism, natural disasters, and polluted sources 

· Aging infrastructure and expanding needs coinciding with strained municipal budgets

· Reduced consumer confidence in the purity of water from municipal water systems and growing health consciousness

· Increasing regulatory standards for environmental problems ranging from lead and heavy metals to bacteriological contamination 

· Natural disasters are cutting off and contaminating water supplies in highly publicized incidents

· Demand for high purity water for medical/industrial/agricultural uses is increasing

· New technology is allowing shifts to smaller scale and integrated/automated systems
RASco is strongest in the very niche areas that have the most promise of addressing these issues – advanced membrane technology, advanced oxidation, and custom process control and monitoring systems.  The narrative below discusses one of RASco’s premier technologies available in this market segment.


 In a just completed project, RASco, Inc. created the Hyd-RO-SecureTM Point Of Entry (POE) Water Treatment System to protect critical facilities from intentional or accidental contamination of drinking water.  The system deployment focus is on mission critical facilities, high-visibility icons, corporate and institutional facilities and other installations that need an immediate water security solution to protect against a chemical, biological, and radiological (CBR) attack. The RASco Hyd-RO-SecureTM technology was the only system selected by the U.S. DOD Counter Terrorism Technology Support Office for development as a countermeasure for water based CBR risks. This DOD agency operates the U.S. national forum that identifies, prioritizes, and coordinates interagency and international R&D requirements for combating terrorism.  DOD supported applied research to tailor and demonstrate a RASco technology configuration for high security, mission critical U.S. facilities.  


The RASco Hyd-RO-SecureTM system has been designed for stand-alone POE protection at fixed facilities and can be easily adapted to a mobile configuration for rapid emergency deployment.  The system is designed to operate reliably and reduce logistics requirements for lower operation and support costs over a long life cycle. In addition, the system is multi-function, offering a cost-effective, healthy, and environmentally sound solution to daily water supply problems in addition to offering force protection during threat scenarios.  The technology also offers the ability to produce large quantities of high-quality process water or medical water to meet daily needs or to maintain operations in the event of a CBR attack.  

RASco Technology

The RASco system consists of a uniquely configured, inline water purification technology that defends against CBR attacks to a facility, while providing pure, palatable drinking water that meets or betters safe water standards.  The system can reduce the risks to operations and staff at a variety of critical facilities including government buildings and installations, embassies, military bases, command and control facilities, corporate headquarters, health care institutions, and other public venues.  

To lower both capital and operating costs, RASco’s system is composed of a combination of commercial off-the-shelf technology (utilizing membrane technology and other well-proven components) configured with specialized RASco technology in an integrated, proprietary unit.  RASco installations feature the patented, modular ROMEM hydraulic manifold design that simplifies plumbing and maximizes space efficiency. The system has been demonstrated in independent tests to defeat a wide variety of threat agents at extremely high levels of concentration.  In particular:

Biological -- The system defeats bacteria, viruses, and spores, whether the source is a terrorist attack or naturally occurring water supply contamination.  The system has been demonstrated to be effective (meeting USEPA Safe Drinking Water Standards) against a full range of biological threats.
Chemical – The system defeats military and industrial chemicals and toxins. The system demonstrated unprecedented success (again meeting the relevant USEPA standards and military standards) in government-sponsored live agent tests destroying a range of military grade weapons agents, industrial and agricultural chemicals, and hallucinogenic drugs.  

Radiological – The system captures particulate-based radiological contamination and heavy metals, with an optional detection unit to identify stronger radiation sources and shut down the system to protect facility occupants and infrastructure components.  This capability is through proven technologies supported by extensive scientific and technical literature.

System Monitoring and Control

The RASco system provides fully automated operation using the proven Hyd-RO-VisionR process control system, which allows easy onsite and remote management and efficient system operations and maintenance.  In addition, the system supports rapid fault identification and isolation.  Monitoring parameters can be tailored to the needs of the client, and typically include: 

· Continuous water quality monitoring 

· Monitoring and control of the overall system function, 

· Monitoring of internal parameters such as flow rates, tank levels, line pressures, etc. 

The system also is designed to automatically take appropriate action such as recirculation, flushing, flow diversion, or system shut down.  These functions can be monitored and controlled on the unit itself, locally within the facility, or remotely.    Its monitoring capability is designed to support smooth operations, to assure timely maintenance, and to enable replacement of consumables to occur as part of a routine operations and maintenance program.  

Communications Security is an integral part of the monitoring system to protect against unauthorized access to system data or control software.  The level of security and remote access can be tailored to the individual needs of each client.

Installation and Operation

The RASco technology also provides flexibility in installation because it is:

· Modular -- allowing easier tailoring of the system to specific facility requirements and physical space limitations.  Modules will fit through 30” blast resistant doors and can be arranged in a wide variety of layouts, in multiple rooms if required.
· Scalable -- handling water demands ranging from small buildings to very large institutional water systems (i.e., single digit quantities to hundreds of gallons per minute of pure water). 
· Mobile – providing easy transportation overland or by air (a fully configured, skid mounted 25 to 50 gpm system is designed to fit within a C-130 or commercial cargo container).  The system can be rapidly deployed to the area of need.

System Application


Applying its expertise gathered over more than 25 years as a business entity plus decades of senior management military experience in the field, the managers and technicians of RASco have been able to take commercially available technology and synergize it with their own on-going research and development.  The result is a highly useable system that can deter current terrorist threats to our water supply and also be useful by the general public either in the United States or foreign nations for social welfare or medical applications.


As Dr. Ciccone states, the unique Hyd-RO-SecureTM system can be applied to:  

· Secure, mission critical government or private facilities

· Public institutions, high profile commercial facilities, and “Icon” facilities 

· Hospital and medical facilities, especially emergency rooms

· Food processing, bottled water, and restaurants

· Specialized industrial needs.

In our modern era of high security concerns, blocking the placing of dangerous CBR elements into our infrastructure should surely be a key part of the first line of defense.  Short of that seemingly impossible goal, our next priority is to block the poisons from reaching their intended targets while at the same time, allowing close to normal, if not absolutely normal lifestyles to go unhampered.  The U.S. Government, in partnership with companies like RASco, Inc., aims to do just that.

A Service Disabled Veteran Owned Small Business








